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A significant escalation in Islamic State's (IS) attacks in Syria during the first half of the year,
combined with a recent surge in prison break attempts by detained IS operatives in Northern
Syria allude to the group regaining strength. This was also evidenced by the US backed Kurdish

led Syrian Democratic forces’ (SDF) recent arrest of a crucial IS facilitator who aided the escape

of foreign IS detainees from a prison facility in Ragga followed by the recapture of a Libyan and
a Russian fighter with other three remaining at large.

This resurgence also coincides with IS and its linked international financial networks ramping up
their crowdfunding efforts to now extricate incarcerated senior IS operatives along with female

IS detainees and adolescents out of Syrian internment camps. While the SDF under the amnesty
deal has regularly released hundreds of local Syrian and Iraqi IS fighters, IS-linked networks

have mainly focused on spiriting out third country female and male IS detainees. ICSVE’s

monitoring reveals that since July an English IS-linked supporter group has launched a
crowdfunding campaign to raise $20,000 in bribes for securing the release of a foreign IS
detainee. ( Figure 1). A message, purportedly written by an IS supporter, circulating on his
Telegram channel reads, “Disbelievers are willing to release the brother in exchange for
significant bribes,” and claims of having already raised the $11,000 out of the required $20,000.
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There is a blessing in disguise

‘ . . i These disbelievers are willing to let go of
' Foreigners who fought on the side of the |... their enemies (us Muslims) in exchange for
money...

Recently, I've been asked numerous
questions about the release thousands of So, for now, let's give them the crumbs they
prisoners by PKK. want in exchange for the Muslim to be free!

It seems that PKK is selectively granting We have 60.0% of the amount needed of
international amnesty to local Syrian and $20,000 so far.
Iraqi civilians in an apparent bid to secure

. . Take part, make duaa and spread the
backing and empathy leading up to the message, may Allah bless you.
upcoming elections in the region.

It's notable that they are not releasing

jihddist. Even the jih4dist had to resort to Urgent Case

paying a ransom for their release due to the

corrupt practices of the PKK. May Allah swt We received an offer to free a brother from

hasten the released of the brothers. Ameen. a prison. This is a golden opportunity to
contribute, for the freeing of a Muslim
prisoner and mujahir brother could be an
alternative to doing jihad

Imam al-Qurtubi in his famous tafsir said:

Imagine going about your day after you have
helped free a mujaahid from prison... It's like
you're doing jihaad yourself...

Figure 1

The donations for this crowdfunding campaign were primarily accepted through cryptocurrency
transfers, with USDT currency on the Tron block chain being the most preferred medium
followed by Western Union transfers. In August, the Tron wallet used by the IS-linked entity for
freeing the IS militant processed nearly $34,000, through centralized crypto exchanges like
Binance, MEXC, Coinex, and Bybit. (See Figure 2)

Analysis of the transaction chain reveals that the 1S-linked Tron wallet address received $11,700
in August routed through an intermediary address (TF...) (figure 2.1) that was traced back to the
addresses (TS...)sanctioned by Israel’s National Bureau for Countering Terror Financing (NBCT)
in October last year by ASO order 53:23. This USDT address (TS...) along with many other



https://news.bloomberglaw.com/crypto/islamic-state-using-more-crypto-to-fund-africa-militant-goals
https://news.bloomberglaw.com/crypto/islamic-state-using-more-crypto-to-fund-africa-militant-goals
https://www.chainup.com/

addresses were seized by Israel last year as part of the larger crackdown on Hezbollah’s money

laundering network seizing $1.7 M in cryptocurrency. (Figure 2.1). The use of multiple

intermediaries, potentially involving unregulated or illegal crypto exchanges has been a
common strategy employed by illicit actors to bypass regulatory oversight. lllicit proceeds
further from the IS-linked Tron address were also routed to well-known decentralized crypto
trading platforms such as Change NOW and XML Gold ( Figure 2.1, 2, 2)

’ ) N . ) s (8
Receotved: 34076 050045 USDT Sert: 34076.059045 USDT

Binance CO'OTATNONTZ
MEXC Exchange (prev.... +4'520504327
ColnEx ST 217303087 =
Bybit *T008.00
With reating
KuCoin +9°400.00 = - Bybit _-2'13s.ansee
LBank *1'300.00 = ™ Binance 15" 310132008
NECTF: ASO - 52/23 e = OKX (prev. OKEx) 037.067358
WhiteluT +814.0008%2 = == ChangeNOW -415.09015
Unnamaed Entities. sa'anrsTreYy -~ — XMLGold -2'001.400328
amed Bearg - ensed -
== Low Risk Unknown Clu... -#'240.420072
= Unnamed Entities 3'980. 590752

= Settled “¥030.247870

Figure 2.1


https://www.chainup.com/blog/trustformer-investigation-hezbollah-funds-confiscated-by-nbctf
https://www.chainup.com/blog/trustformer-investigation-hezbollah-funds-confiscated-by-nbctf
https://www.chainalysis.com/blog/israel-nbctf-hezbollah-iran-quds-crypto-seizure/
https://changenow.io/
https://www.xmlgold.is/

Connection analysis

NBCTF: ASO - 52/23 +356.636382 TP

Routing: 4

TU77m3sizGVdMjpHI3F3RVVu... TV I

SENDER RECIPIENT

C

AMOUNT TRANSFERRED

11,760 USDT @ - 11,766.37 USD

Figure 2.2 (Crypto wallets redacted)

Alongside broader supporter-based networks, Pro-IS English-speaking women within the Al-Hol
camp have been raising smuggling capital to orchestrate their escapes. (Figure 3). They direct
supporters to channel transfers mainly through PayPal and Western Union transfers to IS-linked
intermediaries based in Istanbul, Turkey. For PayPal transfers, senders are cautioned to avoid
referencing the purpose of the transfer or using “suspicious” terms such as “Sadaqah,” (Arabic
term for righteously and voluntarily giving charity), “Syria,” or “captives” in order to evade



scrutiny from law enforcement agencies, claiming that prior PayPal accounts linked to the
campaign were suspended or blocked with them not being able to withdraw the transferred
funds.

Asalamu Alaikum dear brothers and sisters,
a golden opportunity has come to free your
sisters from the camps. Alhamdulilah sisters
can ransom themselves out of the camp
now.. do not miss this chance to gain great
ajr of helping releasing your sisters from the
suffering they are going through....brothers
and sisters your ummah needs you, your
sisters need your help.

the prophet SAW said:

: "Whoever relieves a Muslim of a burden
from the burdens of the world, Allah will
relieve him of a burden from the burdens on
the Day of Judgement. And whoever helps
ease a difficulty of his Muslim brother in

the world, Allah will grant him ease from a
difficulty in the world and in the Hereafter.
Help your sisters and their orphans to free
themselves even if it's by donating a little
amount together little by little we can raise
their ransom money and get them out in Sha
Allah.

If you can't help with money share this in Sha
Allah perhaps it reaches the people of khayr
who are capable of helping.

Figure 3.

The crime- terror convergence has long been established for groups like IS, al-Qaeda, etc. This
proved no different, as an analysis of the transactions directed to the Bitcoin address used by
IS-linked financial network reveals a disconcerting intersection between terrorism financing and
global criminal enterprises. A substantial portion of these transfers—amounting to thousands
of dollars—originated from entities tied to major decentralized Russian darknet drug markets,
including OMG OMG, Mega Dark net, Solaris, and Kraken Dark net. (See Figure 4). These
transactions were further compounded by a significant influx of funds from coin mixers, such as

Bitcoin Wasabi Wallet, a privacy wallet — used to mix Bitcoin from different sources, and

conceal their origin. Moreover, the incoming transfers were not limited to narcotics; they also
involved entities engaged in ransomware attacks and hacking. Notably, direct transfers from
North Korea’s notorious hacking group Lazarus were identified to the Bitcoin address employed
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by this IS linked network (See Figure 4) underscoring how both militant actors and global
criminal enterprises are using the same crypto wallet addresses for obfuscating and laundering
their illicit proceeds.
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Figure 4. (Crypto Address redacted)
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Figure 5.

[llicit money is allegedly being used not just for bribes to facilitate the release of IS prisoners in
Syria, but also funneled to the IS militants on the battlefield in Syria. In August, an IS linked
financial facilitator initiated a crowdfunding campaign, seeking $5,000 for IS operatives in Syria,
under the guise of an “agricultural investment scheme” for local farmers. The circulated
message on Telegram read: “We are seeking investors to assist our hard-working entrepreneurs
in acquiring tools for their diligent efforts in this blessed land of Sham. The investment goal is
$4,000.” (See Figure 6). The pro-IS channel referred to the eternal rewards of investment and
circulated cryptic imagery to subtly imply that illicit funds were not intended for supporting
agricultural activities but to the procurement of weapons for IS fighters. In one notable post,
grenades were concealed among a basket of fruits, accompanied by the provocative question,
‘Which one is your favorite fruit?’ (Figure 7.)
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We are searching for investors interested

in an awesome trade. It's a trade with 100%
profit and 0% losses. Who wouldn't invest in
a trade like this?

We are currently located in the land of
ash-Sham, where our hardworking and
zealous workers are planting the seeds,
and are in need bit of financial aid for tools
and their needs, in order to reap the fruits
of their work. Our aim is to collect funds
of 4000-5000% for our workers, but even
greater investments are always accepted!

Don't think it as an investment in the fruits
of this season only, but consider it as

an investment in the eternal fruits. This
opportunity doesn't come often, so take
this opportunity to participate in the most
awesome trade of your life! ‘4 =

The season is long and just about to begin,
so get your share of the fruits and invest in
this trade now! ‘4 <=

For those who are interested, contact us

Figure 6.



Which of these you prefer?

2

Figure 7.

The use of centralized cryptocurrency exchanges has become a critical component in the
facilitation of illicit transactions for this crowdfunding campaign as evidenced by nearly
$120,000 being funneled to the IS-linked Tron wallet address between August and September.
Key exchanges include KuCoin, MEXC, OKX, Binance, Bing X, and Bitget, highlighting the
significant role of centralized crypto exchanges in laundering illicit funds for terror groups. (
Figure 8). In March 2024, U.S. federal prosecutors charged crypto trading platform KuCoin with
violations of anti-money laundering laws, for running an unlicensed money transmitting
business and its failure to file required customer identity verifications and Suspicious Activity

Reports (SARs). llicit actors are increasingly turning to DeFi finance for moving funds across
borders with minimal detection. Within this context transfers to IS- linked Tron addresses were
also routed through decentralized trading platforms like Change NOW and sent to centralized
exchanges including Turkey-based exchange Paribu. (Figure 8)
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In addition to these supporter based networks, the Islamic State in Khorasan Province (ISKP)

Tajik network had continued to exploit its supporter base by running a crowdfunding campaign
to financially aid the families of Tajik IS fighters held in the Syrian camps. However, as reported
by ICSVE and other media outlets the money intended for the detainees was sent to the crypto

address used by of the perpetrators of the deadly Moscow concert hall attack. Now in the
discussions room of Russian IS women detainees on Telegram, a donation plea purportedly
from the ISKP’s Uzbek and Russian networks has surfaced, seeking funds to smuggle out four
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Russian women into Turkey. (See Figure 9.) The plea, “from brothers in Khurasan,” claimed that
the Russian women who were “waiting at the border” were in need of money to facilitate their
smuggling into Turkey to “reunite with their families.” The Tron wallet address provided for
donations received $2000 August, primarily through Binance and other exchanges. Additionally,
ISKP’s Tajik and Uzbek networks on Telegram have, for over a year, been encouraging
supporters to send donations in USDT (TRC20) tokens with untraceable privacy coins like

Monero being the first choice for accepting donations.

aSlS 39 alll das>y9 Sile AL

coobuieHuve OT Bepyowmx 6paTees B
XopacaHe: «<ECcTb YeTbipe Bepyrowme
CeCcTpbl, KOTOPbIe HAaXoAATCA Ha
rpaHuue u HegasHoO 6bl1X CNaceHbl
M3 NAEeHa U KOrten BepoOTCTYNHUKOB.
NMomorurte um BOCCOEAUHUTBCA C UX
6partbsaMuU-MyBaxuaamMm».,

A6y Xypanpa nepeaan, 4to lNocnaHHuk
Annaxa (Mup emMy u 6narocnogeHme
Annaxa) ckasan: «kKorga KTo-1o gaer
3acny>XeHHbl PUHUK B KavecTee
MUNOCTbIHKU, Annax 6epeT ero B CBOKO
NPaeylo PyKy 1 3acTaBnseT ero pacrm,
TakK Xe Kak OAuH U3 Bac Bblpawusaer
CBOMX XXepebaT unuv apyroe
NOTOMCTBO, NOKa OHO He CTaHeT
Noao6HO rope nnu aa)ke 6onblue».
Caxux anb-Byxapu, 1\435, N2 1410,
Caxux Mycnum, 2\702, N2 1014

A nonpowy Annaxa o NnoMoLm y
Bepyowux. [a éyaer noBoneH Annax
BCEMU TEMM, KTO ABNAETCH NPUYNHON
OCBOGOXXAEHUA CecTep U3 nNaeHa u

nx papocTu, u papyet um Pan u Ceoe
AOBONILCTBO UMW, aMUHb, U AapYET UM
O06UNbHbIN yAen B 3TOM Mupe 3a TO
AO06pPO, YTO OHU COBEPLUMNIK, AaMUHb.

Figure 9.
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f Assalamu alaykum wa rahmatullahi wa
barakatuhu

SubhanAllah that's so ironic... All the places
where the coalition with the Kurds fought
hard on dawla al Islamiya, the Kurds are
suffering a lot of human losses.

May Allah give victory to His Party,
May He preserve our Emir and his Soldiers,
and may He help them with His Soldiers!
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f— Accanam AnenkKyMm Ba paxmaTtysiaxuv Ba
6apakaTtyxy

CybxaHannax, 3To Tak UPOHUYHO... BO
BCEX MECTax, rje Koanuuyus ¢ Kypaamm
O)KECTOYEHHO cpa)kanachk Ha [Jayna
anb-Vicnamus, KypAbl HECYT MHOIO
YeJI0BEYECKUX XKEPTB.

/la npuHeceT Annax nobeay cBoeu naptumu,
/la COXpaHUT OH Halero 3mMupa u ero congar
1 [1a MOMOXXET UM CBOMMM cosigaTamm !
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Figure 10.



Apart from the English speaking supporter networks, pro-IS Russian networks resurfaced in July
to solicit donations worth $2500- $3000 (Figure.12) for each adolescent for smuggling them out
of the Al-Hol followed by either being repatriated or joining the terror group. This comes at a
time when the women in the discussion channels are infuriatingly complaining about camp
authorities” undertaking heightened security and surveillance measures separating boys as
young as 12 from IS women and placing them into “de-radicalization centers”. This is a move

that has escalated over the past years as the Kurdish authorities became aware of IS women
using young boys as “studs” to impregnate them four at a time, (i.e. taking four temporary

wives), training them to be guards and soldiers, ideologically indoctrinating them and generally
encouraging them to enact violence against those who are no longer IS supporters. Pro-IS
Russian entities have been securing international wire transfers through IS-linked financial
intermediaries in Russia, Uzbekistan, and even in Europe including Austria, Ukraine while
making claims of having raised $45, 0000 (see Figure 11) last year to help 10 teenage boys
escape. The majority of funds ostensibly coming from inside Russia have been facilitated
through Russian digital payment applications like QIWI wallets and Yandex Money. Senior US

officials have also warned that every month a dozen of 10- to 15-year-old boys are smuggled
out of Al-Hol to IS training camps in Syria.
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With the permission of Allah, He is Holy and Great, we continue to
provide for our children/teenagers.

Many people know that our sisters with children are in the camps, and
children over 10-12 years old are taken to prisons, separated from the
mothers and relatives. Think and imagine the state of
children and mothers...

Up to today we have collected about 54-55000$% and Praise be to
Allah, He is Holy and Great, they left the camp. Now we urgently
need to add the amount for several teenagers....

When opening a collection, first of all, we hope for Allah's blessing
from Him, and then for your support and help.

The amount (per person) is constantly changing, but if you
consider that it is for freedom... the one who is deprived of it (freedo

knows that it is priceless...

Figure 11.



is about $2900, many thanks to Allah and then,

may Allah reward everyone who did not

pass by and does not pass by with good. Our
collection is not closed and you must understand
that there are still quite a few teenagers there
who need to be pulled out. These 3 years of collection, for
these teenagers, were not in vain and in vain, many thanks
to Allah that they managed to get out and get to
the right place. | am very happy for them, at least
someone will be free) not everyone has this
opportunity.... May Allah free all the
captive Muslims and make them happy as much as
these teenagers and even more. You simply
cannot imagine what a reward you will receive

for the release

Figure 12.

IS-linked entities have also laundered most of their funds via international wire transfers for

over a year through what appears to be a shell company, “Aqua Creative Global.” Ostensibly



fraudulently registered as a private limited e-commerce site in Hong Kong, the company’s
website lists an expired license and a fake office address. The shell company seems to be a part
of a complex money laundering scheme and appears to have been channeling funds for IS and
other criminal entities through its bank account with Banking Circle SA’ in Copenhagen

Denmark, an established European commercial institution, headquartered in Luxembourg.

The findings of this study are consistent with the UNSC’s July monitoring report on IS and Al-
Qaeda, which highlights that, while hawala transfers remain the primary method for moving

illicit funds, IS has increasingly turned to cryptocurrency exchanges, e-wallets, and stable coins
like Tether for fundraising and transferring money and they are also making use of EU based
banking system allowing anyone to trace them. Prepaid cards and local digital money transfer
apps are also frequently used, with decentralized crypto platforms and services gradually being
adopted to further obscure the movement of illicit funds. IS and its financial transnational

networks are gradually prioritizing and investing in raising capital for extracting adolescents and
high-risk foreign IS detainees owing to the significant operational and propaganda value they
have to offer. Many of these detainees are believed to have been freed by paying bribes of
$3000 to $10,000 to prison guards and to the SDF administration or Turkish-backed rebels in
charge of handling these detention facilities in their areas of control. However, the price for

securing the release of foreign fighters is ostensibly much higher ranging from $15,000 to
$25,000, as documented above. One Turkish journalist even posed as an seventy year old man
from Europe willing to pay to smuggle the IS wife he married over the internet out of the camps
into Turkey and further into Europe.

The smuggling of battle-hardened, radicalized foreign fighters and IS women with newly formed
international networks out of Syrian prisons pose a grave threat that extends beyond Syria’s
borders. There are rising fears that their undetected return to their home countries facilitated

by expansive human smuggling networks stretching from Asia to Europe could trigger

“blowback” attacks, significantly escalating the risk of domestic terrorism. Many former IS

women are now disillusioned and wish to leave, seeing Turkey as a safer option than enduring
assaults from IS women in the camps. In contrast, others remain committed believers,
expecting the Caliphate to re-emerge. For IS however the foremost priority, above revenge for
destroying their territorial Caliphate, remains to recover its lost personnel through successful
prison breaks like that of the 2022 January attack on the Al-Sina prison adhering to its “breaking
the walls” campaign of coordinated attacks on Iraqi prisons in 2013 freeing scores of its fighters

and enabling it to assemble a serious fighting force. In addition to smuggling schemes aimed at
extracting loyalist detainees, the recent surge in self-organized prison breaks by IS prison

inmates—further underscores the escalating security threat posed by the group as well as the
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hopelessness and frustration of those imprisoned for years without charges or hopes of facing
justice at home. Indeed disillusioned male ISIS fighters told the second author that the longer
they were refused repatriation and the chance to face justice at home, the more it caused them
to wonder if they had been wrong to turn their backs on the terror organization and if they
could ever fit back into Western society, even while being willing to confess and serve prison
time at home.

IS and its financial supporter networks on Telegram and other social media platforms have
largely evaded rigorous crackdowns, significantly enhancing their fundraising capabilities to
support the escape of detainees. The widespread adoption of cryptocurrencies, such as Bitcoin,
USDT TRC20 tokens on the Tron block chain and Monero facilitates fund transfers with
heightened anonymity and undermines traditional financial regulations. This situation presents
considerable challenges for regulatory bodies and security agencies. Likewise, as the security
situation in north eastern Syria remains tenuous it behooves all of our countries to rethink
refusals to repatriate. As documented, children growing up in the north-eastern Syrian camps
are purportedly being smuggled out to the battlefield by IS with scores of radical foreign IS
fighters and women dedicated to rebuilding the Caliphate. We must take responsible actions to
facilitate the repatriation of IS fighters and their families to their home countries, where they
can face justice. This requires a coordinated international response to dismantle IS and its
affiliates’ extensive financial infrastructure, including the associated financial networks and

supporter groups that aid in escaping the detained IS loyalists. If left unchecked, these financial
networks will enable IS to further strengthen its ranks by freeing experienced detained
members, contributing to its further resurgence.
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Shabaab cadres (as well as family members and ideologues,) studying their trajectories into and
out of terrorism, and their experiences inside ISIS and al Shabaab.

Speckhard developed the ICSVE Breaking the ISIS Brand Counter Narrative Project from these
interviews, which includes over 250 short counter narrative videos that mimic ISIS recruitment
videos but contain actual terrorists strongly denouncing ISIS as un-Islamic, corrupt and brutal.
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ICSVE’s Breaking the ISIS Brand and Escape Hate Counternarrative videos and training seminars
can be watched on ICSVE’s YouTube channel.
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